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6.11.44 VM Reliability Score
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6.11.12.1 Distributed Virtual Switch
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6.11.13

6.11.14

6.11.15
6.11.16

6.11.124 Virtual Extensible LAN (VXLAN)

6.11.12.5 Test Connectivity #39 Connectivity Detection
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laglaniz Lazaiunsavinaua 1uaUasndsd1msy Application Programming

Interface (API)

feUsyanananans (CPU) wuu Quad-core , 8 Threads Wuatitiay
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712 annsetlesiudennaunuinnsguees OWASP APl Security top 10 161 1y
7.12.1.1.1 Broken Object Level Authorization
7.12.1.1.2 Broken User Authentication
712113 Excessive Data Exposure
7.121.14 Lack Of Resources & Rate Limiting
7.12.1.1.5 Broken Function Level Authorization
7.121.1.6 Mass Assignment
7.12.1.1.7 Security Misconfiguration
712118 Injection
7.12.1.1.9 Improper Assets Management
7.12.1.1.10 Insufficient Logging & Monitoring

7.13  @15039An1s Error Code 194 Web Page 161

7.14 awnsodseandeys Log lUd Systog server meusnlsl

7.15 aunsasdudeulunsdiffiomgmaalrneg swmne SMTP 1

7.16 @awTaaseTeuLas export lugUuuu pdf la

7.17 fanuannsalumsaina Rule Tudnweaisaas Workflow 16

7.18  awsoudmsdanisgunsaiinumng Graphical User Interface (GUI)

7.19 @mnsnvieud susedy Kibana Dashbaord Tnaunfeudugunsaisnwiniiy
Uaanasteszuy Undeafuneundindu uay APl fiaue Lﬁmh&r'lﬁamﬁﬂﬁuwﬁaga
fednsms winlidsesduanusaausgunsaiviae Customize uduiioidaude
Twanunsavinnula

7.20 gUnIaifiAueaIIIAY Snapshot UBINTTAIAIGUNTAITIABINTT LAZAINIID
Restore Snapshot 984 ﬂ’l‘iﬁgﬂ'ﬁf’lqﬂ nsaffi s oenisle wuu Manual , Automatic
Schedule -

7.21 dlszuudelniiiuu Redundant w38 Dual Power Supply

7.22 Hugunsaiuuy Rack Mount ansofnaslugifiugunssiinasgrusuna 19 dilé

7.23 Havdvislunsldendlitfesnia 10 applications

7.24 gUnsaifaalafusmangiu ANSSI

8. gunaninszaediyyinaadatie (Switch) S1uau 2 a fandnune Gl
8.1 ldnuugnsvienlidesndy Layer 3 9a1 OSI Model
8.2 asanuunduniaaIetielaaldlusinasa (Routing Protocol) wuu Static IP
routing, Policy-based Routing, RIPv1, RIPvZ uag OSPF Indueereios

v - -
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8.3

8.4

8.5

8.6

8.7

8.8

8.9

8.10

8.11

8.12

8.13

8.14

8.15

8.16

8.17

8.18

fivaadoudassuuiaietts (Network Interface) WUy 10/100/1000 Base-T %30
fndn runu ldtfesndn 24 Yos uasiiveudonsaseuuiatng (Network Interface)
WU 10G (SFP+) wsafinin sruau litieundn 24 ves

fvesdmiusesfunsid ouraszuuiaiedny (Network Interface) WUy 40GE
(QSFP+) Fuaulitesnida 2 geq, il Console Port S1uauliiasndn 1 Y9 waeil
Manage Port¥3a0ut-of-brand management port $1uuliiviosnd 1 a9
fidygnaliuaasenuzvesnisihaudsadeusessuuiniatieynyos

5895U Mac Address T#lsaanda 32,000 Mac Address wialaitfaendn 32K MAC
Address

anunsauImdnnmgunsalinumnalusunsu Web Browser 14

anunsadedaya Log File Tuguuuu Syslog Wiilluagnstiay
ansaldnuauIesgu 1IPve 16 |

$iru59994 Switching Capacity Taitiosndn 2.56Tbps uag Forwarding Throughput
Taidfoandn 1080 Mpps

5843V Virtualization technology WUU M-LAG %58 VSS %38 Stackwise Virtual #3a
vPC 10 wazsassunisldeumnmaud® VRRP ¢l

T05uRaNTinuUADABLUY East-west traffic security #39 MACsec-256 3@
AN

093U VLAN lsthivieent 4,000 VLAN wSslsiandn 4K VLAN wassesiunis
WNULUY Voice VLAN 18

Wugunsoifisesiumnnsgiu 802.1D(STP),802.1W(RSTP),802. 15(MSTP) uar3as3u
Link Aggregation Control Protocol (LACP)

mm‘mﬁﬂmu"lﬁﬁqmmuﬁ (Operating temperature) 52w319 0 4 45 BerwALTYa
i1 Power Supply 2 %a Wuu Dual Power %38 Redundant %3 Hot Swap w3afni
ww¥esAAY Stacking Cable i Interface Feaedny iunuy 40G QSFP+ wia
A dauedetion 1 @

am3ou 10G SFP+ Transceiver Module fisnannidesnansinsiisatusugunsal
favevdaundnsusiailinomnemsdnfetutugunsaiiliaue Snnulidos

A1 24 Modules

o ‘
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9. guninlasiadeutedind S 1 9a Inadnveas fil

9.1

9.2

9.3

9.4

9.5

9.6
9.7

9.8
9.9

9.10
9.11

9.12

9.13
9.14
9.15
9.16
9.17

9.18
9.19

Wugdnsaishwanudasaduiniorie (Firewall) wiin Next Generation Firewall
LUy Appliance .

# Firewall Throughput 1Waun41 20 Gbps wag Threat Protection Throughput
laitfaynda 1.3 Gbps

fiedonsiasvuuATatne (Network Interface) wia 10/100/1000 Base-T wiadinin
Jururlidasnds 8 des .

fivaadeusessuuinietis (Network Interface) 5ila 10G SFP* #3afind $1uIu
sulliteund 2 daq

{i Interface 7 a111505045UN19%1 Hardware Bypass 971u2u 1 @ 1Juegedas
Tunsdiansnuaitatos vioieue gunsalievsiianusmitldludnuusifeniu
fioadmiuifial Network Interface laitfoendn 1 d8e dwduiBauseszuuaiotne
fisvuuasivasunastasiunisyninguuuusingg agetios fail Syn Flood, UDP
Flood, Port Scan, DoS or DDoS, Teardrop Attack, Land Attack, IP Fragment
filerdulunsnsranudeddinuy Real-time (Passive Vulnerability Scanne
A1UTONINITAIRUA IP Address Wag Service Port LUU Network Address
Translation (NAT) waz Port Address Translation (PAT) 16

fauaunsaimun Geolocation

fTauaiu1salun1sdesnu APT (Advance Persistent Threat) w5'® Threat
Aremalulad Cloud-Based Sandbox Threats Analysis Taeld #5293U Botnet,
Remote Access Trojan wag Malware lailusenstios
fianuatunsalunisdaeiy Vulnerability Protection, Content Security, Botnet
Detection wag Slow Brute-Force Attacks t# 8U/narfun15Tanfiain Ransomware
Attack

fimuannsensisgeumsilanads, dadlm) LLaxnwsaLLnuiﬁ’aﬁﬂumﬂ%’ﬂqu
aunsviuanee Transparent Mode 16

#11130 Routing KUY Static, Dynamic Routing 1¢
annsauSysiansgunIaliuinsgu HTTPS wie SSH ladueenies
awsnifiulazdimeasieauazamaasuntsldaiu (Logging/Monitoring) Tuguuuy
Syslog la

AansaldnumuInasgu 1Pvé e

wanAuAlATUINAITINATIYADARY Wy UL wis CE wisa FCC (Justhatay
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10. Wsunsuszuugiudaya 91uau 2 ya laoyalusunsuiiiauassd el fudns gnaes
sungrung wezsouduvasln

o wa 2w o a '] 9 w9 W o ’
11. galusunsussuvuianisdmiuiaiesrauianasisiane (Server) dmiudmiusasiumiae
Uszuaawanans (CPU) luitieanda 16 unuwan (16 core) 317y 3 ga Tneyalusunsudiiaue
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