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29 awnsaviAssiusndeyaingunialsivsiudeyanielussuuiaievie (Sensor)
fuhauels
2.10 fiszuuiiasiest (Security Engines) Wlaifinseavsnmlunisnsiadu sgnatoesail
2.10.1 Artificial Intelligence (Al)
2.10.2 Threat Intelligence
2.10.3 User and Entity Behavioral Analytics (UEBA)
2104  File Threat #3® Malicious Files
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211 fdaruaunsalunisiiesedt waradwanuduiusnislananedulavesnuunnsgu
MITRE ATT&CK® Framework Ll 8¥i1sins1ufia nagws (Tactic) waila (Technic) n3e35n13
uardunou (Procedure) ol idudeyalunsdaduleadrauuimmieisnslunsaevauss
(Response) vFoussinumgnisainslaufifiintu (Mitigation)

2.12 dauaiunsalunisinsigd wazadreanuduiusmslauinieduloiued Stages of
Attack el i fudeyalunsiadulaadrouuimanieddnmslunsnevaues (Response) Waaussim
wnmsainislauffiindu (Mitigation)

213 daruarunsalunisasadudeanaiunieduleiuasuuuifagn (Threat Hunting)
Tnefimaanunsedal
2.13.1 aunsadesiziiasameduumaiiinmasiogna (Patient Zero w3e Entry Point)
2.13.2 mmsﬂL*?f'au‘lmmsuws'ﬂssmsm'i’amiiamﬁ*uaqﬁ’aﬂnmuﬁl,ﬁwﬁvunw’luswu
\A3998la

2.14 fanwamnsalunisAumgunsaliif eudaidunaisluszuuiadevedae3§ nns
Automatically Discovered ifieldlun1sadne Asset Management 1¢

215 a1u19052U 3,0 V& 8390958 (Weakness) L% U Vulnerabilities, Weak Password,
Unencrypted Web Traffic a2 Improper Configuration iduatinsios

2.16 5833UN13@319 Playbook WUy Drag and Drop Tneil Playbook Policy Thidenldausauuy
Pre-define wag Customized W1US¥UV Security Orchestration Automation And Response (SOAR)

2.17 s935Un1nImuald Responses Policy #30 Playbook ﬁﬂmu‘l,cvﬁ'muLfﬁ'au‘lw%'amamszﬁ
ftunlalugassuusinede fissuusasiui Firewall Endpoint Protection NAC 141

2.18 9995uUn15AIMUALY Responses Policy #1358 Playbook vi’wwuiﬁmuL‘fa'aulw%l,mmszﬁ
Atmunldluassuy HO Befissuusesiu dae Action Ideghadeesei

2.18.1 Add Distributed Firewall Policy
2.18.2 VM Shutdown
2.18.3 Create Storage Based Snapshot

2.19  @W15098n51897U (Security Risk Reports) wagldtfiou (Security Alarms) §71 Email
InTusgraios

220 ansevinisuesdeyanieduleiues (Data sharing) Wugena RESTFUL API/Syslog
Iidustetiay

3. gunsaitasiudsanaudmiuiivuaunaiadu (Web Application Firewall) §1u2u 1 ¥
finnudnwarosatios il
3.1 Lﬂuqﬂﬂszﬁ Appliance ﬁgﬂaammmﬁaﬁwmmﬂu Web Application Firewall lagianng
3.2 fimhguszanananais (CPU) wuu Quad-core tupgaiay
3.3 il Memory Ut 16 GB ueadaies
3.4 § Hard Disk Wuu Raid 1 vunA1uqeg1eties 1 TB
3.5 flfpadeusioiiatiauuu Gigabit Ethermnet $hunuethelios 4 wasn
3.6 auisasesfuusuunsidauldagneias 17,000 Transactions #ia Judt (TPS) dnsu SSL
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3.7 @wnsavihaulaenisld Graphical Workflow lun1suivnsdanis Policy Wemulasnse
¥83 Web Application
3.8 s995un1svieudu Web Application Firewall
3.9 @mnsariinisnsgeanglnan (Load Balancing) Ty Web Application 16 mingunsailal
annsavhlsl anunsalausgunsalianAsiisiadunsyinendls
3.10 @w13avin Caching, Compression 1o wangunsalliansavinld aunsaiauegunsel
WsRaieiadunsyihendld
3.11 @1139Y1N9ULUY Reverse Proxy %58 Transparent laifuagatiey
3.12 aunseviuiisunanligadesiuindsswitgliuinsdsunamnasgiuniusiaaea
NTP 1
3.13 @nsavinausauiu XML, JSON wag HTTP/2 Imdusgnetios
3.14 annsotleatufoaneuuaznislanfinuusing q eghafeesisd
3.14.1 SQL Injection
3.14.2 Buffer Overflow
3.14.3 Cross Site Scripting
3.14.4 Command Injection
3.14.5 Path Traversal
3.14.6 LDAP Injection
3.14.7 Zero-day Attacks
3.15 @111309mNn15 Error Code 989 Web Page 161
3.16 awnsadseandeya Log LU Syslog Server meusnla
3.17 awnsaudadeulunsdififamgnisalineg kiumie SMTP I
3.18 awnsnadesienuuas Export luguuuu POF 1a
3.19 @sauImsdanisgunsaiimumie Graphical User Interface (GUI)
3.20 Hszuudneglniwuu Redundant w3e Dual Power Supply
3.21 Wugunsaluy Rack Mount aunsafasdiugifugunsainasgiumnn 19 7ld
3.22 fiavAvilunsldenslaitfesndn 10 Applications
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